Instant Messaging System

Server/Client Communication

This Client/Server architecture transmits brief XML documents over the TCP/IP connection between the server and client. Below is a list of allowable XML documents and responses back in regards to those communications

N.B: All Client to Server Messages are sent back to the client for verification and validation as well as any responses recorder below.

Client->Server Communication:

LOGIN – This must be the first document sent otherwise any messages sent will not be accepted and just the acknowledgement of receipt will be returned. This document is a single tag with the following attributes:

· user – Contains the username of the person attempting to login 

· pass – Contains the encrypted version of the password (Currently encrypted with MD5)
This document attempts to authenticate and log the user into the server. The response of this message is also a LOGIN document but with the following attributes:

· user – Contains the user that attempted to login (for verification purposes only)

· result – Contains the result of the log in attempt 

· 0 – Incorrect Username or Password

· 1 – Logged in Successfully

· 2 – User has been banned

LOGOUT – This document will log the user out and sever the connection of the server. Any further messages while the connection is still available will result in no action at all (even LOGIN messages). This document has one attribute:
· user – Ensures that the user trying to log off using the connection is the owner of the connection

This document deactivates and then shuts down the server connection but before the connection is shutdown a reply is sent. It is also a LOGOUT document it only has the attribute:

· result – Returns the status of the logout, if the verification of the owner is unsuccessful it returns 0, in which no log out occurs or if the verification is successful it returns 1 and logs the user out of the system.

MESSAGE – This document passes text from a user to another user on another system. The user may or may not be logged in and will receive the messages the next time they log-in. It contains two attributes:

· to – Specifies the user to send the message to

· from – Specifies the user it was sent from (verification also occurs)

The Message is contained between the Message documents open and close tags eg <MESSAGE from="me" to="you">Message from me to you</MESSAGE>
The response sent back from the server contains only one attribute:

· result – This contains what happened to the message

· -1 – The user is currently offline but will receive it when next login

· 0 – The user does not exist

· 1 – The message was sent successfully

STATUS – This document deals with various aspects of the users status. It can collect the available list of statuses, Set the users current status and Get the users current status. The actions performed are dependent on the attributes:

· user – Verifies the connection owner

· type – Determines the action to be taken

· set – has an extra attribute named ‘code’ that contains the number of the status to be set.

· get – Retrieves the current status for the user

· list – Retrieves a list from the server containing names and numbers of the available statuses

The responses are different for the different action:
· GET – STATUS document with type set to ‘get’ and result:

· Set to the number of the current status

· -1 if unknown

· SET – STATUS document with type set to ‘set’ and result:

· Set to the number of statuses changed (should be 1)

· Set to 0 if user specified and owner of the connection do not match

· LIST – STATUSLIST document with a STATUS element for each available status

· The Status element contains the attribute ‘id’ which contains the number associated with that status and in the text field between the open and close tags the name of the status

· Eg <STATUSLIST><STATUS id="0">Online</STATUS><STATUS id="1">Away</STATUS></STATUSLIST>

FRIEND – This document deals with friends and invites to become friends like Status it also contains an attribute field that determines what actions are to be taken. Allowable actions are to ‘add’, ‘delete’, ‘request’, ‘accept’ and ‘deny’. The attributes for this document are:
· user – Message verification

· type – Sets the action that is to be taken can only be one of the five following:

· add – Has an extra attribute ‘friend’ that determines who you want to invite to become a friend

· delete – removes an existing friend, also has the extra attribute friend and is the user you want to delete

· request – retrieves a list of friends, no extra attribute needed.

· Accept – accepts an invitation to become a friend with someone, has an extra attribute ‘other’ it is the user that had requested friends that is being accepted
· Deny – rejects an invitation to become a friend with someone, also has the extra attribute ‘other’ to specify the user being rejected.

The response from the server is the same apart from the ‘request’ action so we will deal with that separately. For Add, Delete, Accept and Deny the Document is also Friend with the attributes: 

· type – the action that was performed

· result – the result of the action

· 1 if the action was performed successfully

· 0 if not

For the request message the document is FRIENDS and has USER elements for all the friends the user has. The User element has an attribute:

· status – this contains the number of the status of the user

and the text between the open and close tags of User is the username of the friend the user has. Eg. <FRIENDS><USER status="0”>Friend1</USER><USER status="-1”>Friend2</USER></FRIENDS>
ALIVE – Keeps the connection alive. If there is no communication within the allotted timeout period (15 seconds currently) then the server shuts down the connection. This messages only purpose is to keep the connection alive.

Server -> Client Communication:
LOGOUT – If the server finds a user has been logged out on the server side (probably by using the admin program) then the server sends a document equivalent to the positive response of the client initiated logout. Ie <LOGOUT user="username" result="1"/>

FRIEND TYPE=INVITE: If the server finds another user has invited this user to be a friend then the server sends this message to find out wether the user wants to accept or deny the invite. Apart from the type attribute of the friend document being set to ‘INVITE’ there are also ‘from’ and ‘to’ attributes that say who the invitation is to and from, the ‘to’ is for validation and verification purposes. A sample invite is as follows:
<FRIEND type="invite" to="user" from="newFriend"/>
MESSAGE – Once a Message is sent to the server by a client the server has to pass it on to the appropriate user/client. This is the document that achieves this. In all respects (apart from response from the client) this document is exactly the same as the MESSAGE in CLIENT->SERVER communication but with the user being in the ‘to’ attribute not the from.
THIS DOCUMENT IS TO PROVIDE INFORMATION FOR PEOPLE DEVELOPING CLIENTS FOR THE IMS SERVER
